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Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 4174 bytes

Attack Category

» Path spoofing or confusion problem

Vulnerability Category

+ Buffer Overflow
* |Indeterminate File/Path

Softwar e Context

* File Path Management

L ocation

Description

* winbase.h

The Windows GetFullPathName() must be
checked to verify that the result fitsin the buffer or
unexpected behavior may occur.

GetFullPathName merges the name of the current
drive and directory with a specified file name

to determine the full path and file name of the
specified file. If the result does not fit into the return
buffer, the return value is the size of the buffer that
would be required to hold the path including the
terminating null. It is important to check this return
value, asif it islarger than the buffer size, then the
buffer will not contain the complete path.

APIs

Function Name Comments
GetFullPathName

GetFullPathNameA

GetFull PathNameW

Method of Attack

No attack. Reliability problem.

Exception Criteria

Solutions

Solution Solution Solution
Applicability | Description Efficacy
Whenver If thereturn Effective.
GetFullPathNamevalueis larger

isused. than the buffer

size, you should
call the function
again with a
buffer that is at
least aslong as

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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the indicated
return value.

Signature Details

DWORD GetFullPathName(LPCTSTR IpFileName,
DWORD nBufferLength, LPTSTR IpBuffer,
LPTSTR* IpFilePart);

Examples of Incorrect Code

LPCTSTR | pFi | eNanme = "SomeFil e";
DWORD nBuf f erLengt h = 40;
LPTSTR | pBuffer =

(LPTSTR) mal | oc(nBufferLength *
si zeof (TCHAR) ) ;

LPTSTR fil ePart;

DWORD pat hSi ze =

Get Ful | Pat hName( | pFi | eNane ,
nBuf f er Lengt h, | pBuffer,
&ilePart);

[* Using | pBuffer w thout further
checks coul d cause trouble. */

Examples of Corrected Code

LPCTSTR | pFi | eNane = "SoneFil e";
DWORD nBuf f erLength = 40;
LPTSTR | pBuf fer =

(LPTSTR) mal | oc( nBuf ferLength *
si zeof (TCHAR) ) ;

LPTSTR fil ePart ;

DWORD pat hSi ze =

Get Ful | Pat hNane( | pFi | eNane ,
nBuf f er Length, | pBuffer,

& ilePart);

if (pathSize > nBufferLength) {
del ete | pBuffer;

nBuf f er Length = pat hSi ze;

| pBuffer =

(LPTSTR) mal | oc( nBuf ferLength *
si zeof (TCHAR) ) ;

Get Ful | Pat hNane( | pFi | eNane ,
nBuf f er Length, | pBuffer,
&ilePart);

}

/* Using | pBuf fer now shoul d be
safe. */

Sour ce Reference

Recommended Resour ce

Discriminant Set

http://www.freelists.org/archives/
windows_errors/06-2003/msg00007.html

MSDN reference page for GetFull PathName®

Operating System e Windows
L anguages e C
o C++
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